NudopmManuoHHO-CIIPABOYHbIE MATEPHAJIBI N0 )KU3HEHHON cUTyaluu «3ammra
0T MOLIICHHUKOB B CETH»

B pamkax denepansHoro mpoekra «I'ocymgapcTBo mis mroaein»y Munnudpsr Poccun
u AHanmtudyeckuid ueHtp npu IlpaButenbctBe Poccuiickoit depepanun peain3oBaIN
nudpOBOM CEepBUC MO JKU3HEHHOW cuTyaluu «3alMTa OT MOIIEHHUKOB B CETH)
Ha EnvHOM mopraine rocyJapCTBEHHBIX M MYHUIIMIAJIBHBIX yciuyr (nanee — ['ocyciyru)
B LEMAX  NpeceYeHus W NOPEAOTBPAIICHUS  MOIICHHUYECKHX  JEHCTBUM
(https://www.gosuslugi.ru/scammer_protection).

CepBuC TIpeIOCTaBISICT BHIOOP CIEAYIOMMX CUTyanuid: «MOIIEHHUKH TBITAIOTCS
NOJy4yuTh JocTyn Kk locycimyram» (3Ta cuUTyalusi HampaBlieHa Ha IIOMOIIb
B BOCCTaHOBJICHMM KOHTPOJS HaJ YyYEeTHOM 3amuchio) U «S Xouy 3aluTUTHCS
OT MOIIICHHUKOB B CETH» (B JAaHHOW CUTyallUd peyb UJIET O Croco0ax MpeaoTBpaIeHus
MPECTYIHBIX JIEHCTBUIA).

B pamkax nepBoil CUTyallMM MpPEACTABICHA MOAPOOHAs] MHCTPYKLUSA, B KOTOPOM
CoZIepKUTCS MH(OpPMAIUSA O TOM, YTO JI€JIaTh, €CJIM IPAXKIAHUH YXKE COOOUIIII ITAPOJIb WU
koa n3 CMC MomeHHUKaM.

B pamkax BTOpo# cUTyalMu paccCMaTpUBAIOTCS MEpHI, HAlpPaBJICHHBIC HA 3aIUTY
OT KUOEPIPECTYITHUKOB (3aMpeT Ha JEHCTBUS C HEJBUKUMOCTHIO, 3alpeT Ha 0OopMIICHHE
JIOTOBOPOB CBSI3U, 3alpeT Ha TMOJYyYEeHUE KPEIUTOB M 3alMOB, 3alllMTa YYETHOM 3aIucu
C TIOMOIUIBIO0 JJOBEPEHHOTO KOHTAKTa, MpaBuiia 0€30MacHOCTU TP Tele(OHHBIX 3BOHKAX),
a Tak)Ke MPEJCTaBICHBI METOIBI IPOTUBOACHCTBUSA (PUHAHCOBOMY MOIIIEHHUYECTBY U YEK-
JIUCT 1O 1U(POBOI TUTHEHE.

CnpaBouHo: camo3anmpeTr — J0OPOBOJBHOE OrpaHUYCHHUE, KOTOPOE YEJIOBEK cam
Ha ce0sl HaKJIaJbIBACT: YTOOBI HUKTO HE CMOT O(DOPMUTH KPEAUTHI U 3aiiMbl HA €0 UMSI —
HA OH caM, HU MOIICHHUKH («3amper Ha TOJyYeHHE KPEIUTOB M 3alWMOBY»); YTOOBI
HE JIOMYCTUTh COBEPIICHUS CACJIOK C HEJBIKUMOCTBIO 0€3 €ro JIMYHOrO y4acTHsl Kak
coOCTBeHHHMKA («3ampeT Ha JEHWCTBUS C HEIABHKHMOCTBIOY»); YTOOBI HHMKTO HE CMOT
3aKJIIOYUTH JOTOBOP Ha MOOWIBHYIO CBsI3b OT ero Jmna («3amper Ha odopmiieHue
JIOTOBOPOB CBSI3N»).

JloBepennblii kKOHTaKT (nmanee — JIK) — 9To momosHUTENbHAs 3aluTa YYeTHOU
3amucu Ha l'ocyciyrax oT JaelcTBuil MouieHHUKOB. K MoxkeT crarh, Hampumep,
POACTBEHHUK WX Apyr. [Ipum mombITKE BOCCTAHOBJICHUSA AOCTyINa K YYETHOW 3aluCH
nosib3oBatessi Ha Homep Tenedona JIK OyayT NPUXOAUTH CMC JUISl TIOATBEPXKICHUS
BoccTaHoBieHuss mapons. JIK moarBepmautr 3ampoc, TOnMBKO Korma  yOemuTes,
YTO MOJIH30BATENIS HE BBOJST B 320 Ty KICHUE.

Kpome Toro, Ha  cTpaHuIle  pa3MEIICHBl  IIOJIC3HBIE  MHCTPYMCHTHI
J1s1 KHOepOe30MmacHOCTH.



B kaTaJsiore o0yyaromux KypcoB coOpaHbl MaTepHasbl MO HU(PPOBOM IPaMOTHOCTH
— OT MPABWJI PE3EPBHOTO KOMMPOBAHUSI JTAHHBIX IO METOAOB pacCIiO3HABaHUS AUTI(HEHKOB
(https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=1).

Taxke pgoctynmHa 0a3a MOIICHHHMYECKUX CXE€M, KOTOpas IIOMOTaeT Yy3HaTh
00 akTyaldbHBIX crmoco0ax oOmana. Ha naHHBIE MOMEHT B HEW cojepkutrca 86 cxem
C UX KPaTKUM OITHUCAHUEM:

(https://www.gosuslugi.ru/scammer_protection/schemes?s=9&p=1).

JI1s OLIEHKH CBOWIX 3HAHMM, B CBOIO O4Yepeab, MOKHO IPOUTH TeCT 1Mo HUGPOBOI
IPaMOTHOCTH, KOTOPBI OMNpPENeTUT YPOBEHb OCBEJOMIICHHOCTH B JTOM cdepe
(https://www.gosuslugi.ru/scammer_protection/quiz).

CTOUT OTMETHTH, YTO B paMKaxX BTOPOH CHUTyalllH, CPEId MPOYETO, HAXOIUTCS
cceuika Ha pazgen «KubepbezonmacHocTh — 3TO mpocTo!», rae coOpaHa IMoje3Has
uH(popManus 0 pa3HOOOpPa3HbIX HU(POBBIX Yrpo3ax

(https://www.gosuslugi.ru/landing/cybersecurity).

B OTACIIbHBIX 010Kax pasMCIICHbl PCKOMCHIAAIIMU 110 KI/I6€praMOTHOCTI/I,
CIICIHUAaJIBHO p83pa60TaHHBI€ JJIIsA I[CT@IZ U ITOXKHIIBIX J'HOI[@fI, KOTOPBIC CUUTAIOTCA HauboJee
YA3BUMBIMH B HHTCPHCTC.

Ocoboe BHUMaHUE YAEJICHO 3allUTe OT (PUINMHTA, CO3JaHUI0 HAJCKHBIX MapoJeH,
3aIUTe MOOMIIBHOTO YCTPONUCTBA U MPOPMIAKTUKE TeTe(hOHHOTO MOIIIEHHUYECTBA.

[ToMurmoO 3TOTO, HA CTpaHMIIAX 0OEUX CUTyallM pa3MeleHa MaMsTKa ¢ MOJIE3HBIMU
CCBUJIKAMHU: HAa MHTEPAKTUBHYIO KapTy ¢ anpecamu MBJI Poccuu; Ha momady 3asBieHus,
XKanoObl WU TpeasioxkeHus: yepe3 ouimansubii cait MBJI Poccuun; Ha BO3MOXKHOCTh
NOJIYYUTh OECIJIATHYIO KOHCYJIBTALMIO U TOMOIIL IOPUCTA 110 3allUTE MPaB.

Taxxke B pazgene «Yacteie Bompocbl» («MOryT JM MOIIEHHHKHA MPOAaTh
HEJIBOKMMOCTBY») HAaXOAUTCS CChUIKA HA MHTEPAaKTHBHYIO KapTy C aJpecamu
MHOTO(YHKITMOHATBHBIX 1IEHTPOB (MDII).

Kpome Toro, Ha cTpaHunax o0eux CUTyallui pa3MeIleHbl CChUIKH, MO3BOJISIONINE
MPOBEPUTH KPEAUTHYIO HCTOPHIO, COOONIUTH O TMOJ03PUTEIBHOM 3BOHKE, IMPOBEPHUTH
oopMIIEHHBIE CUM-KapThI, MOJATh *Kano0y Ha BPEAOHOCHBIM MHTEPHET-PECYPC, a TAKKE
OTBETHI HA YacCTO 3ajJlaBaeMble BOMpPOChl: «Kak HACTPOUTH KOHTPOJIbHBIA Bompoc?y», «Kak
aHHYJIMPOBATh KPEAWT, €CITU MOIIIEHHUKHU oopmuim ero Ha Bac uepes ['ocycmyru?y», «Kto
TaKOM PO U KaK HE MONAaCTh B IPECTYMHYIO CXEMY ?» U T.I.
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